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« US$30 billion in 2001 in Internet
commerce revenue in 16

Western European countries
(ZDNet March 9, 1998)

« US$1.3 trillion by 2003 in Internet
Business transaction (Forrester

R h
E-Commerce leads to esearch)

* Number of Unique Visitors
increased in most of the B2C
web sites by around 50%

(CyberAtlas.internet.com, 8 Jan
2001)

 B2C Internet Commerce Market
in 2001 will be US$95 billion
(IDC, 4 Jan 2001)

Cyber Crime
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How secure are you?

July 10, 2001

Internet connection?
Firewall protection?

Intrusion Detection System
installed?

Frequently reviewed of security
logs? (including firewall logs,
router logs, mail server logs,
web server logs, etc)

Encryption of email message?

Security Risk Assessment
performed periodically?

24x7 security monitoring?
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By May 2001

Apache 62.24%

Microsoft IIS 20.52%

iPlanet 6.13%

Zeus 2.75%

Viore potentialtarget ior BT S R L
hackers AOLserver 1.30%

Thttpd 1.28%

Tigershark  0.74%
WebSitePro 0.41%

ConcentricHost-Ashurbanipal
0.38%
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Active Servers — Potential target list
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Statistics on Web defacement (from Attrition.org

alldas.de defacement archives - Microsoft Internet Explorer provided by HutchHome Email Marketing for Businesses I - |EI| Xl
J Fil=  Edit “iew Favorter Toolz Help | &
j « =5 0 o) ‘ Q £ %) ‘ B m
Back Earand Stop Refresh Home Search Favarites Hiztary (EET] Print it
J Address @ http: //defaced. alldas. de/defaced php?archives=oz j & Go
J Lirksz @ Channel Guide @ Customize Links @ Free Hotkail @ Internet Start @ Microzoft @ FealPlayer @Winduw& Update @Winduws @ Flirk.
bMisc:Hews - Library - Disclaimer - Adoninistrator-FAG - Defacer-FAD - The Statt ;I

defacements search > D05 Statistics for 18892 defaced websitesz.,

zearch defaced site

e, clomain. corm

ifferent 0%'s since 04,/2000

];:lzn%uzei a " Windows" Host haz been defaced, which iz 64, 72percent of all archived defacerments
t|3r§|5e§ a " Linux" Hoszt has been defaced, which is 17.77percent of all archived defacerents
t?-riﬁez a " Unknown" Host has been defaced, which iz 10.41percent of all archived defacermnents i
D:?;:eﬂlizjl;?:es 593 times a " Solaris" Host hasz been defaced, which iz 3. 14percent of all archived defacerments
Mailing Lists! 278 times a " IRIR" Host has been defaced, which iz 1.47percent of all archived defacerments
132 times a " FreeBSD" Host has been defaced, which iz 0.96percent of all archived defacernents
145 tirmmes a " BEDI" Host has been defaced, which iz 0. 77percent of all archived defacerments
. 72 tirmes a " gCco” Host hasz been defaced, which iz 0.28percent of all archived defacerments
23 times a " NetBSD" Host has been defaced, which iz 0.12percent of all archived defacerments
11 times a " AIX" Host has been defaced, which iz 0. 0&percent of all archived defacerments
2 times a " HP-Lx" Host has been defaced, which iz 0.0Spercent of all archived defacernents
2 tirnes a " Trugd LIMIX" Host has been defaced, which is 0. 04percent of all archived defacerments
We've decided to stay 7 tirmes a " Digital Unix" Host hasz been defaced, which iz 0. 04percent of all archived defacerments
sl 6 tirmes a " Macos" Host has been defaced, which iz 0,02percent of all archived defacerments
Mew section: Library 5 times a " CpenBsD" Host has been defaced, which iz 0. 02percent of all archived defacerments
Alldas.de Defacement 1 tirne a " Mowell" Host has been defaced, which is 0. 01percent of all archived defacerments
WLmI:JﬂI 1 tirme a " Ultrix" Host hasz been defaced, which iz 0.01percent of all archived defacerments
|

&) I_’_|ﬂ Internet ﬂ 2 Free .-“-‘-.irTiu:ketsI//;‘
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2001 CSI/FBI Computer Crime and
Security Survey

538 responses

64% of respondents detected
“unauthorized use of computer
systems” in the last 12 months

40% detected “system penetration”
Increase in Crime ~ 95% had 1 firewal

— 61% had an IDS

26% detected “theft of proprietary
info”

number

18% detected “sabotage”

Combined losses from 196
respondents totaled $378 million

—  $151 million from “theft of proprietary
info”
—  $19 million from “system penetration”
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 Hackers crack four Microsoft
sites (22/6/2001)

* Oracle Security Risk On
Windows NT (26/6/2001)

— “This vulnerability causes a
Windows NT system to consume
100% of available memory.
Access to the server is denied and
a full reboot is required”

Targeted platform - Solaris Bug Gives Attackers
System-Level Access
(21/6/2001)

— “A newly discovered bug in Solaris
could allow attackers to run
malicious programs on servers
with Sun's operating system
installed”

» Apache.org got defaced
(30/5/2001)
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Diceccasy of O

Hacking is as easy as os/ouo1 aeiasm o srorzec.ur

OS/05 01 O05:E2a %2, 668 dovplosd_ exe
. O5/0S/01 06 17a <DIR: In=cFub
CI I Ck a b utto n D5/D5/01 071258 <DIR: NTOpt ionPackSscupFiles
DEAET/0L 0S5:2Tp £7, 108,864 pagetile.sys
05/05/01 0&;3ia <DIR> Frogram Filem

O5/04/01  11102a <DIR> Windows Updacs Sacup Files
DE/27/01 O05:2ER CL IR WINNT

2 FileiE 67, 641,552 byeas
32, 160,000 hytes fres=
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---=Unisploit Colden Air,¥ersion 2.1 Exploit for L

"; Olifante onder my bed - Microsoft Internet Explorer

File Edit Miew Favorites  Tools  Help

&= Back - D (4] 41| Disearch [EFavorites cAHistory | By S = - 5] ] 92

Address @] http:j{192.168.100, 103/upload. asp
Links & ]Customize Links & Free Hotmail  @PRealFlayer & ]Windows & Klink

Fﬂe;|F:"-,TEMF’xSAMDUMF’.E Browse... |

Upload the file |

‘ [+ B2\ WINNT  System32'. cmd.exe - telnet 192.168.

Microsoft(R>» Windows WNT{TH>
(G Copyright 1985-17?6 Microsoft Corp.

CisWINNT~System3Z2~inetsru~iisadmpud >

&) Done

8 Internet
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Vulnerabllltles are always with
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Vulnerabilities are always with you

O bt Ve, securibyioces,com Svdby) - Microsoft Inbernet Bsplorer

| Ble Edt Vs Faomes Took  Helo
datiack =+ = - (@) 1] | Psearch [iffavorkes Frsory | By G - H ] 2

fiddress Ei hitp: vy ity foos. comfwdo)

|Links @] Customzn nks @] Free rotmsl  EPRmaRlaer @ Windows Kk

UCTTC AW &y titic W by heyword W by bugtragid W by cveid W

wendor| Check Point Softwana =

Il Salect One 'r| VEFSIGF I.ﬁn'_-,-' ""I

010717 Check Poind Firewall-1 4.1 Denial of Servce Wulnerabadily

A0012:14: Check Poird Firowall-| Fast kode TCP Fragmand “ulnerability

001101 Checkpod Firewsll-1 %alid Lisarname Vulnessbility

200HIE-15; Chack Poirg Firewall-1 Session Agent Dictionary Aftack Yulnersbiity
2A000H0EH02: Check Poirg Firewall-1 Linauthonzed REHREEEC Cormection Wulnesabibty
ANH-[R: Check Foird Firewall1 Spodfed Source Denial of Serace Wulnerabslily
J000E-30: Check Point Firewall-1 SWTF Resource Exhausiion Wulnerabiliy
ZO00H0E-DE; Chack Poirg Firewall- Fragmened Packets DoS Yulnarability

Z0HIE-11: Chack Poirg Firewall-1 Intemsl Addrass Leakage Yulnerabdity

200HIE-10: Mutbpla Firesall Yendor FTR ALG® Cliant Yulnsrability

2A000H02409: Multiple Firewall Wendor FTR Seever Wulnerabiliny

ANHN-A: Check Poird Firewall-1 Seogl Tag Cheeking Bypass Valnerabiky

1935 10:20: Check Poind Firewall-1 LOAP sudbentication Wulnerabilily

1E35U0E-089; Firewwall-1 Poet O Denial of Service Yulnarabality

193500-29: FiedWalk1, FlondGate-1, WPR-1 Tabla Saturation Denial of Sensce ‘Yulnerability
199EH00-24: Check Poirg Firewall 1 Session Agent Impsrsonation Yulnersbibty
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=2 http efaced.alldas.de /mirror/2001 /06,22 /webcfeedback.msn.com; - Microsoft Internet Explorer 2 - |EI|5|

J #=Eack ~ = - () it | ‘Qisearch (G| Favorites ¢ BHistary ||%v = = P
J.ﬁ.gldress @ http: ffdefaced, alldas, defmirrar (2001 /0622 hwebcfeedback, msn, com)f j f"l)ch
JLinks @Custnmize Lirks @Free Hotmail  @PRealPlayer @Winduws @Klink

Pritne Suspectz again!

etpu
acke

L

&) Done |_|_|ﬂ Internet
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This is the simplest case in
investigation

Can we identify the

* From viewing the web directly
attack?

* From defacement mailing list

« By external web user
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Immediate work
* Incident Handling

— should be meeting the
requirements from legal counsel,
business, law enforcement and
company managers

What to do next Afterwards

 Computer Crime and Forensics
Investigation

— usually performed by the 3rd
party company, CERT or law
enforcement team
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On-site Consulting

Outsource Security
Management

— Remote perimeter management

— 24x7 Management and
monitoring services

Managed Secu rity Penetration and vulnerability

Services testing

Incident Handling and
Computer Forensics
Investigation

— Incident Handling
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How to perform
Computer Forensics
Investigation?

Collect and Preserve the
Evidence

July 10, 2001

|dentify the Incident,
then the Evidence

Investigation:
Extract, process, and
Interpret




« Initial Response by the system
administrator

— retrieve information to confirm the
incident

— review from all possible sources

Step 1 - Incident of the information

— identify the scope and size of the
affected machines and systems

— determine the damage caused by
the intrusion (if any)

— identify the possible path of
attack

— Backup all possible evidence

|dentification
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Step 1 - Incident

|dentification

* Important notes

filename\location

try to prevent modification of the
original

keep the chain of custody

make at least two copies

sign and confirm the date of the

original

check the system clock and time
on affected machines
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Our Forensics Toolbox

July 10, 2001

« Traveling forensics lab

filename\location

Boot disks
Backup hard disk devices
Sniffer machines

man pages and manual of
different platform

Tools for *nix

dd, netcat, TCT, TCTUtil, Is, ps,
Isof, md5sum, find, netstat, ifconfig,
strings, trace, who, w, last, lastlog,
tcpdump, unrm, lazarus etc

Tools for Windows

cmd.exe, date, time, loggedon,
IRCR, fport, netstat, listdlls, doskey,
uptime, nbtstat, pslist, auditpol,
afind, ntlast, dumpel, regdump,
pwdump, windump, md5sum,
userinfo, sig, getslack, inzider etc
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Preserving the evidence in Hard
disk

 Cloning of disk based on

— dd and md5
Step 2 - Evidence - Enoase
: — SafeBack
Collection _ Ghost

— Disk Duplicator
* Near to Exact Copy

— Back up from backup tape
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Collect the state of the machine

* Network information

— netstat, ipconfig, nbtstat, etc.
* Process information

— ps, pslist, etc
» Open ports and hidden services

— |Isof, fport, inzider, etc

Step 2 - Evidence . Log files

Collectlon — Phone log, Web server log, mail
server log, ftp log, router log,
firewall log

— who, last, lastlog, syslog, event
viewer, etc

« Generic Forensics investigation
— TCT, TCTULil, IRCR, WinHex,
EnCase
« Searching tools
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Efion s & o= | 1| e AR e
Event Properties

Eventl |'-'ll'l9ﬂr!r | Ever | usee | compias

L == Aidminisir ot oo TRISTAN
Event Properties il e
Date:  4/26/% g Jid | TRISTA

. fdrinistrakoe TRISTAN
Time: 1:37 Event

Type: Succe: Event Properties B |
User; TRIST. Date: 4/26/2001

Computer: TRIST. Tirne: 137
o Type: Success D ate: 4/26/2001  Source:  Security
Description: User: NT AUTHD Timne: 0:33 Categony:  LogondLogoff
HSE[ Me  Computer: TRISTAN Type: Cuccess Event ID: 538

oA
Uzer T RIS T AN S dminiztrator
Computer: TRISTAM

venk

Logan |
Logaon 1
oot CROSORT AUTHEY
Avthent _ .
"ok st Account Mame: Descriptior:

adrniniztrator Ilzer Lagaff;

Data: % Butes ¢ Workstation: User Mame: Administrator
— TRISTAM Diamair: TRISTAM
Logaon |0 (Do Do 37257 ]
Logon Type: 7

Drezcription:

[rata; €% Butes ) W

[iata; €% Butes ) Wiords

| k. I Cancel |
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NTLast

—
lﬁE:‘gWINNTiSystEm32‘gcmd.eue

D:zssecuritysforensics~logreviewrntlast —f —» —vu
Record Mumber: 764
ComputerMame: TRISTAN
EventID: 529 — Failed Logon Attempt
Time Attempted: - Sat Jun B2 11:=29: E?am 2081
Details —
ClientMName: administrator
ClientMachine: “~“~EGZB71
ClientDomain: EGZAY1
LogonType = Remote

Record Humber: 762
ComputerMame: TRISTAN
EventID: 529 — Failed Logon Attempt
Time Attempted: -— Sat Jun B2 11:29: E?am 2081
Details —
ClientMame : administrator
ClientMachine: >sMEGEBR?L
ClientDomain: EGZAY1
LogonType = Remote

Record Humber: 516

ComputerMame: TRISTAM

EventID: 529 — Failed Logon Attempt

Time Attempted: — Sat Hag 17 A4:-56: 3Epm 28081
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DumpSec — Registry Permission

4 Sommarsoll Dunapicl - 'ogeiersheng

Bl Edt Z=arch Eeport Wew Help

| Fath {exception kegs)

fccount

HEEY LOCAL _HACHTHEAWEDF TRARELC]asseshdnstalleribo
HEEY LOCAL HACHIHEWS0F TRARELClasseshInstalleriio
HEEY _LOCAL_MACHIMEWE0F TRARELClassesh Installeryio

HEEY _LOCAL_HACHIMEASOF TRARELCLassesy InstalleryCo
HEEY_LUOCAL_HACHIHEYSDF TRARELZClassesyinstal leryCo
HEEY _LOCAL_HACHIHEWSDF TRARELC] asseshinstaller e

HEEY LOCAL_HACHIHEWE0F THARELClasseshInstallersio
HEEY _LOCAL_MACHIMEAEO0F TRARELClassesy InstalleryCo
HEEY LOCAL_HACHIHESSO0F TRARELCLassesy InstallersCo

HEEY _LOCAL_HACHIHEZSDF TRARELZClassesyinstal leryCo
HEEY LOCAL HACHTHEAWEDF TRARELC]asseshInstalleribo
HEEY LOCAL_MACHIMEWEOF TRARELCLasseshInstalleriio

HEEY _LOCAL_MACHIMEASOF TRARELClassesy InstalleryCo
HEEY LOCAL_HACHIHEYSOF THARELCLassesy InstalleriCe
HEEY_LUOCAL_HACHIHELSDF TWARELC lassesyInstal leryCo

HEEY LOCAL HACHIHEAWEOF TRARELClasseshInstalleribo
HEEY LOCAL_MACHIMEWEOF TRARELCLasseshInstallersio
HEEY LOCAL_HACHIHE“S0F THARELClassesyInstallersCo

HEEY _LUCAL_HAEHIHEYSDF I'WARELZELassesy instal leryLo
HEEY _LOCAL_HACHIHELSDF TWARELClassesyInstal lerCro
HEEY LOCAL_HACHTHEAWEDF TRARELC]asseshInstalleribo

HEEY LOCAL_MACHIMEWEOF TRARELClasseshInstalleryio
HEEY LOCAL_HACHIHE“S0F THARELClassesy InstallersCo
HEEY LOCAL_HACHIMESSOF TRARELCLassesyInstalleryCo

HEEY LOCAL HACHIHELSDF TWARELC]assesyInstal leriCr

[han_ Ky

SYATEH
Everyone
geiersherg\idainistrators

CYSTEM
Evpryone
geiershergyideini straktors

AYETEM
Everyone
geivrsbergyidministrators

SYSTEH
Everyane
gelersbergyidninistrators

SYETEM
Everyone
griershergyidministrators

SYSTEH
Everyone
gelersbergi\pdministrators

SYSTEM
Ewpryanes
neiersbergyidministrators

SYSTEM
Everyone
grivrshergyidministrators

SYSTEM

Frocessed 59 regstry keys
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all
read(JEHR )
all

all
read{JEHA )
all

all
read [ EHR )
all

all
read (JERR )
all

all
read{ JEHR )
all

all
read(JEHR)
all

all
read{[JEHR)
all

all
read [ EHR )
all

all

all
read{(EHR )
all

all
read{ JEHE)
all

all
rFeail{ [EHR)
all

all
read{EHR )
all

all
read{ JEHR )
all

all
read{(EHR )
all

all
read{ [JEHR )
all

all
real{ EHR)
all

all
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File Access - sfile

= O WINST System 32 omid.exe

[5] Dt WINNT ', Sy

Bolutions
Apr 22 1! YA 2PN
Modif ication , Greatian
192 . Han Apr 16 B@:08: 58

'..|l\:_l'\-li-\._||.l 2081 Forix Busin
parch, YRM924423 ¢
||||.. L2, L |.r._ aat

2081 . Tus Har 13 B7F:38:34 Z@@1 .

Usage- =fileft

Direch
{defm.

Look
Look
Look
Look

|
—m
-0
-5

By default.,

MOTE: Beginn|.

for e

Copyright 2
Start searc
File,.Size.L
d:~temp~PPC
B1.Mon Jan
d: \temp\ﬂele
B1.Thu Jan
d: \temp\ﬂgen
Thu Jan 4
d =~ temp~fan
16 20081 ,.Thu
d s temp T ran
4 18:04:42
d s temp*Qan

86:24 2001, T

Search comp

E:wsecurit

"\-l'.l'l'||"\-|JI|
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.'H.I:I'|'| 'H.I:I'|'|| doc-~Sam' s :-Crll_Ir'\-\.r'.l.:-:r:l:l.\_lI']' doc .
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3 ™ vpElocsBam' & SCuff~HR
=11 -8 1999 _Mon Dec 21 16232228 1994
TR?EF_H.doc . 71216
i
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199

e 15 HAZEE A JHAE, Tue et 26 B 327044 1%

GETE Der 3 Z2:36:88
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Dec

K 5 9 © HE
BB 8 ZEEE . Sat

AHAL . This Ogt 28 /S50 044 1%

K

1% Jul 1 Bi:iB:=54
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Dec
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Dec 1% HE: SHBE . Wed Dec 23 14253

doo
1778

CodeHiE Frd Dec 15 B ITPEETEE 6, Ron Ded

72 . Fri Dec BH:BE A8 ZBAA.Mon Dec

Lha: WM 5

BH : Bl

Fii HH AFEHE dan

25088 .Fri Dec AR ZAAB . Mon Ded

16EYh . F
Fri Dec
F

1% HE:HAEE ZHE, Tae o

D=

: BE: @@ :BA ZPBA . Mon

|

' '

2w temprtenpdoc s San' s Stwf P
:"' 14334 199%E . Mon Dec ZF1 16:42 :5F 1"'IH
LTHYEF _II. dax

teppstenplocs<Samn's Stuff
e Z1 1bhsd4d:%H |“H'|
L E R W R

lh=44:06 1998 . M
stempatenpdoc san 5 Stubi~LIRYHSH_R.
152438 1997 .Mon Dec 21 16244:12 I"'.-h-
& I benpstenpdocSan' &
21 164654 1YYE ., Mon
i 5 P o P
G:47:48 1978 .Mon
wEenpaEenpdoc<San’
172154 1998 . Mon
i s L D el S am
L 17l LYYH,_ Mon Ded
e stenpstenpdoc s San' s
21 17:@2:38 1998 .Hon
1 e s L el oG =B am

- I H1h. LTH U 28HH . Mon Dec

=i . FEr Lo B A 2EEE . Tae Jdan
Zeuf F~LTRFEH _U.doc
Dz 21 16=46:30 1 ".II-
St~ RERYHLE _&_do 31232 Frid
e 14,241 19YE
7 Stuf F~Sani ’I": doc . 25888 . Fri
Dec 21 16:51: 1998
Eriif £ :|||I..l-|||...||-|'||I.,|'|'
21 lh:ih9¥:d4 19%H
Stulffwpalec lub.xls 158672
Pec 21 17:88:18 1998

StufF~hE¥flata,dos, 37376

. Fri Dec AAAA:AA ZAPAA.Mon Dec

Lhe: WK M EE ZEEN . Bon Dec

Dec 15 BP:08:080 ZB8OB.Hon

LA T

Dec 2

L [ a1

.Fr
Fii

15

e BE: @@ :B8 2PBA.Mon Dec
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= D W IS S et e 32 ool e

prnnlistdl] T

st Dilla W22 DLL lister For Win'x MWl
Copyright ¢G> 1997-2088@ Hark Russinowich
http: . s ysinternals c.com

fCommand line? <no conmand line}

pids 1532
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B PPAARARE  AxTERRAR L BE 2 615
Ax77FARAAE  Ax3IcARA (PR 71951348
Ax77=1PAER AxoARA BB 7195 1688
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Handleex

4 HandkEH - Sysinternals wesssysintermnals.com

(= BRGsRTS L Y. e A
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L-u £ aploran mas 19 wedosas Fopie VGEIEFSEERAG e
&y AeaPlapeae 108 FeslPlyss WEEIE REEEALG ‘e
Tebdliotess 1008 THAdEioH WHEIE FESERG aco
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e S TP 137 FGF Spdem Tie Apphcsbon  VWGEIEFSEEAL \sea
vioficeeee  1A2 Moot Dee 2000 compa... SWGEIERSEEAG S0
O

ErdetintFolds 1725 VT AUTHORI TSy STER
e i 1224 Inbersed £ azdossi VGEIEFEEERAG e
RFE-] 1760 ICO spphcation YWEEIEFSBERG wooi
ool moos 2180 Whrwdosse NT Command Proc.. WGEEIERSEEAG wco
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LD WINNT Syt mm 2 o, Ewe | =)y L)
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18z File
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ora 1268 F:
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HD:"l.,WINNT"-.,ErstemﬁE"I.,cmd.EHE
pv: Mo matching processes found

E:ssecurity~forensics“Processsstracesstrace~apps~Debug*E:ssecurity~forensics port
chk>~fport.exe

FPort vi.33 — TCPAIP Process to Port Mapper

Copyright 2888 by Foundstone, Inc.

http:/#wwru.foundstone.com

Process Port Proto Path

sychost 135 TCP D HWINNT~system32~suchost .exe
System 139 TCP

System 445 TCP

MiTask 1825 TCP D:sWINNT~systemd2~MiTask.exe
System 1827 TCP

suchost 135 uDp D:sWINNT~systemd2ssvchost .exe

System 137 unpe

System 138 uDp

System 445 uDp

services 1826 UDP D:HIMNHNT“systemdi2services .exe

I EXPLORE 1?74 UDP D:“Program Files“Internet Explorer~IESPLORE

PGPzervice —-» 18884 UDP c :“Program Fileszs“Metwork Associatez“~PGP for
Vindows 2000~PGPzervice.exe

E:ssecurity~forenszics“~Process“stracesstrace~app~Debug
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PortMon

# Portmon on ADUAL [local)
EFie Edit Caphwe Options Computer Help
Hd | K EBEB2a | 9F | 4 |

# | Tine [ Process | Request [Pot [ Rest [ Othes
423 L4823PM tapisvess  IRP_MJ_WRITE Senigl)  SUCCESS  Length B8 = JE. <. ....F..
444:23PM  tapsrvese (OCTL_SERIAL wfAIT_ON_MASE Senald SUCCESS
425 4423 PM taposiveese  [RP_MJ_READ Senigl)  SUCCESS  Length & ™.E.
426 444:23PM tapmvess [OCTL_SERLAL wiIT_ON_MASE Senaldl SUCCESS
427 44823 PM  taporvexe  [RP_MJ_READ Seigh)  SUCCESS  Length B0: <o x> @3P.... 0.
428 44423PM  tapisrvexs IRP MJ WRITE Senial)  SUCCESS  Length 72 = JE.@+. h.....
429 44423 PM tapesrveese  [OCTL_SERLAL wiIT_ON_MASE Sedall  SUCCESS
430 4 4423PM tapEreese  [RP_MJ_READ Seniald  SUCCESS  Length 8 = JE.,
44473 PM  tapisrveese (OCTL_SERIAL ‘w/AIT_ON_MASE Senald SUCCESS
432 44423PM tapisiveese  [RP_MJ_READ Seig)  SUCCESS  Length 203 .p.>. 7. P00
44473 PM tapervese  [RP_MJ_WRITE Senall  SUCCESS  Length B3~ JE <. ...
434 4424 PM tapuvese  [RP_MJ_WRITE Sediall  SUCCESS  Length B8 ~JE <-.. .7
425 4445 PM tapEvese  [RP_MJ_WRITE Senaldl SUCCESS Length B2~ JE. <. .7 ...
436 44 PM tapurvese  [RP_MJ_WRITE Senall SUCCESS  Lemgth 71:~ JEW.d. P
$E4E26PM  tapisv.exs IOCTL_SERIAL WAIT ON_MASK Senial) SUCCESS
445 PY tapesrvexe  IRP_MJ_READ Seniall  SUCCESS  Length 8~ JE.
SA4IE M tapisevese  IDCTL_SERLGL wialT_ON_MASE Senizld  SUCCESS
44428 PM tapiveexe |RP_MJ_READ Senall SUCCESS  Length 46%: g.»» P 5. ...
£486 P tapisevese  IRP_MJ_WRITE Setigl  SUCCESS  Length B8 " JE <0 £.......
44425 P tapsrvese (OCTL_SERLAL wfAlT _ON_MASE Senald SUCCESS
L4875 P tapesevexe  IRP_MJ_READ Senall  SUCCESS  Length @~ JE.
tapisv.exe  10CTL SERLAL WAIT ON_MASK Sesiald
ADIELY B i e S 1l

July 10, 2001 filename\location Page 32



Network status check

[ B2 WINNT, System32' cmd.exe

MHicrosoft UWindows 20880 [Uersion 5.80.21951
(C» Copyright 1785-20HA Microsoft Corp.

E:x»net=stat
Active Connections

Proto Local Address Foreign Address State

TCP tristan:1643 205.188.8.69:telnet ESTABLISHED
TGP triztan:1118 wvuw.technotronic.com:ftp CLOSE_WAIT
ICP tristan:1112 vy - technotronic.com:28697? CLOSE_UWAIT
TCP tristan:1136 206 .97.79 222 :http CLOSE_UWAIT

TCP tristan:1151 206 .97.79.222 :http CLOSE_UAIT

TCP tristan:1155 206 .9°7.79 222 :http CLOSE_UWAIT

TCP tristan:115% 206 .97.79 222 :http CLOSE_UWAIT

TCP tristan:1221 206 .9°7.79.222 :http CLOSE_UWAIT

TCP tristan:1222 206 .97.79 222 :http CLOSE_UWAIT

TCP tristan:1223 206 .97.79.222 :http CLOSE_UAIT

TICP tristan:1368 shekkipmei.pacific.net.hk:pop3 TIME_WAIT

Ezw>
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« |dentify the “first handle” of the
case

 Obtain volatile data
* Review logs, system setting files

« Determine the possible source of
evidence

— Network connection in router,
firewall

— Sniffer and IDS packet captured
— System, Web and FTP log files

— Trace of CPU usage, process
running on the machine

— Possible hidden files, deleted files
and updated files

— Open ports, services, files
— Email message header
— Possible installation of root kits

Step 3 - Investigation
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Step 3 - Further

Investigation

Further Investigation
 Check where is the attack from

* Determine the suspected process
using ps, Isof

» Capturing process memory using
core dump (in Unix, gcore PID)

» Capture Process information

« Examine the core using strings
» Determine backdoor

« Watching process action

* Undelete files

« Search the slack space

» Review pagefiles.sys, Recycle Bin,
Printer spool

« Search hidden information in picture
and document
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File handling tools - sig

—
[+ D2 WINNT ' System32', cmd.exe

E:“zecurity~forenzsicz~FileTrace>ren O8.pdf B8 . gif

E:szecurity~forensics“FileTracersig B8 . gif
Signature file successfully read.

File: B8 . gif

Ext : gif
Hex : 255044462031 2E338D25E2E3CFDIADAA31 3020830

File signature does not match extension.

E:“zecurity~forensics~FileTrace>sig -7
Signature file zucceszsfully read.
File: o7

Ext : none

Could not open ~7: Invalid argument

E:vzecurity~forenzsicz~FileTrace>ren B8 .gif @8 .pdf
E:“zecurity>forensics“FileTracersig H8.pdf
Signature file successfully read.

File: B8 _pdf

Ext : pdf
Hex : 255044462031 2E338D25E2E3CFDIADAA313I62A3A
File extension coprreszsponds to file signature.

E:szecurity~forenzicsz~FileTrace>
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Undelete

= KMEGA TP 100
_E' B

A .
Ho
| Images

FATI& (... 2.0GH
FATI& (H... 4.00:8
FAT1E (b, . 5.00E8
Lirderurear

Lirkrcraar
Lirdaricesr
Lirdenover

20 GH
Z.00GE
L=EE
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WinHex

B winHex - [Kemnel32_dII]
ﬂ Eile Edit Search Postion | Tool: Options  File Manager Window  Help
DEESE |« o | >0 | @@l | F avd4 ) | &
Copy Sectors... T
Of fset 0 2 habailiny B CDE F| Kemel32 di

00054000 | BC 65 o1 7is@BAMEdIn] o o o o0 0 nn o4 g @ consult yo 2] CAWINSBSYSTEM
0005A010 | 75 61 S

ey t_ anual.  The f S
00054020 | 6C ?[mg;zuﬁ ata Interprete Ezl'isk you i | File size: 463.0KB
DODEADZ0 | 6E 7 o0 U — 479,232 bytes

00054040 | 6E [ Tatble - 8 Bit [+); &0 bzolete o e

a0NsA050 | 70 61 = g b g sv=tem 3
16 Bit (] -14256

00054060 | 66 EEpAnal_l,J 16 Bit [+ 51280 n folder Unda level: 1]

0005A070 | 43 g% . oS Dirt Undo reverses:  kepboard input
aonsanan | 79 61 Flouti 32 Bit [£]: 17352724 el She e

anosanan | 64 7¢ dpply JZ2Bik[+]: 17352734 = Cleani Creation time: 01.01.1997
0005A0A0 | 6E 75 70 20 B4 Bit [+]: E78354593390033744 B o o oEr 01:00:00
Q005A0BOD | 6E 20 72 65 Binary: 07070000 d from CD Last write: time: 270213938
Qoo5A0CO | 2D 40 2C 20 Flaat: 251229738 ince no C 14:00:00

00054000 | 44 4F 4D 20 Real 1.7763570534e-15 rive is i Attributes:

LIt Ao o L 6C6c | "o ¢4 Double 258028187477518e-2 d. Please | joons
000SAO0FD | 20 73 65 72 - Long Dbl HaN the CD-R —_—

00054100 | 4F 77 69 74 ACH: PLISH a CO-ROM | ‘window #:

Q005A110 | 20 69 76 65 ’ .. The ope Mao. of windows:

0005A120 | 72 69 6E 67 DOS Date: 08/09/1330 systen vo s L
00054130 | 75 72 65 20 01:02:32 unming is | e
0005A140 | 20 73 74 61 FILETIME: 08/15/3750 le. Howev : ff if i IEEAE I
00054150 | 65 20 70 6B 17:56:29 == do no Bytes per page: 480
O005A1ED | 74 6F &0 70 4 00 OLE Date: 1243071899 ain about [t
0005AL70 | 20 ZE 00 55 33 000000 known use Clipboard: 430 bybes

Q0054180 | 72 65 74 65 B0 ANSISEL: 03709449369 tgd. Plea TEMP: DATemp
O005A190 | 73 69 64 G5 01 04:2314 tify your Diive D- 11 GE Free

00054140 | 73 66 2E 00 _ nsert the
N00SA1ED | 20 23 23 70 34 UNI= Date: 07/20/41570

o __rt into v B
O0DDSA1CO | 6F 20 33 2E 35 2 00 201304 B 5 floppy
00054100 | 64 76 65 2E 20 5i A4 UL 8 JIA .40 AR O 2Ae. Thank you v

Page 769 of 939 | Offset: SA000 | =108 |

madified

e T T e O e O T O O e O e O s L2 B e O OO |
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Investigation of victim

EI CHl-81+-F1 - Viuweare Workstation - abe - Wikl T s

B Settings D Yiew Help
0 T

B Gmhhmm

¥

machine

by CompLiter

& C:AWINNTASystem32\cmd.exe

_'

IS [=] E3

CSRES 24 13
I HLOGON 35 13
SERUVICES 41
LSASS 44
SPOOLSS 73
RPCSS 24
MDDEAGHT 181
medtc 186
llssru 127
PSTORES 136
LOCATOR 144
metask 154
inetinfo 147
EXPLORER 169
192
1?6
129
223
217
221
218
288

NN OO0 D G0 0O CO 0D WD WD
Pk ok ok ke ke ke 1 D ek GO L P D T ek 50T

a4
48
428
1268
1876
1196

A:84.546
AW:80.2304
H:80.4408
B:808.2608
A:08.874
H:80.1808
H:80.810
B:808.280
A:08.814
H:86.87a
H:80.880
B:00.860
A:26.319
A:81.482
H:80.860
B:82.313
A:80.480
H:80.8108
H:88.838
B:00.840
A:80.840Q
H:86.8208

A:08:28.118
A:A0:43.284
A:-Ad:{5 . 467
B:080:081.672
A:08:08. 358
H:Ad:808.3808
H:-8d:808.8%78
B:08:82.623
A:08:08.228
H:80:80. 688
H:-8d:808.85%8
B:08:00. 388
A:AA:@A5.317
H:-Ad:14.298
H:-8d:808.898
B:08:00. 288
A:Ad:82 .583
H:-80:908.848
B:08:84.878
B:08:08.228
A:Al:808. 2608
H:Ad:80.818

2:52:06 .88}
2:52:82.770
2:01:59_25
2:541:58_19
2:51:32.83
2:58:51.17
2:0L@A:47_28
2:058:46.13
2:58:41 .39
2:008:41 .11
2:CA:4@_82
2:05@:48_3%
2:05A:37_.55%
2:58:38.74
2:05@:32_.53

Ei\furensics\Prucess\istuuls}

TRl
Outloak,

AEEES
ky Brigfoase Winip

The wirtual machine iz running.
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Investigation of log files

mn
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« Summarize the cause and
source of the incident

_ « Construct the chronological map
Step 4 - Summarize of the events

and Presentation * Presentation of the investigation
procedures and findings

« Determine the explanations of
the case
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Sample Logs from real case

sp 404 ;http://10.2.1.2/scripts/ ..

sp 404 ;http://10.2.1.2/scripts/ ..
sp 404 ;http://10.2.1.2/scripts/ ..
sp 404 ;http://10.2.1.2/scripts/ ..
sp 404 ;http://10.2.1.2/scripts/ ..
sp 404 ;http://10.2.1.2/scripts/ ..
sp 404 ;http://10.2.1.2/scripts/ ..
sp 404;http://10.2.1.2/scripts/ ..
sp 404 ;http://10.2.1.2/scripts/ ..
sp 404 ;http://10.2.1.2/scripts/ ..
sp 404 ;http://10.2.1.2/scripts/..
sp 404 ;http://10.2.1.2/scripts/ ..
sp 404 ;http://10.2.1.2/scripts/ ..

sp 404 ;http://10.2.1.2/msadc/..

July 10, 2001

%c0%atf../winnt/system32/cmd.exe?/c+dir 200 0 0 66 80 HT'TP/1.0 - -
%c1%9c../winnt/sytem32/cmd.exe?/c+dir 200 0 0 66 80 HT'TP/1.0 - -
%oc1%pc../winnt/sy sem32/cmd.exe?/c+dir 200 0 0 66 80 HT'TP/1.0 - -
%c0%9v ../ winnt/sy tem32/cmd.exe?/c+dir 200 0 0 66 80 HT'TP/1.0 - -
%c0%qf../winnt/sy stem32/cmd.exe?/c+dir 200 0 0 66 80 HTTP/1.0 - -
%c1%8s../winnt/sytem32/cmd.exe?/c+dir 200 0 0 66 80 HT'TP/1.0 - -
%c1%]1 c../winnt/sy sem32/cmd.exe?/c+dir 200 0 0 66 80 HT'TP/1.0 - -
%oc1%9c../winnt/sy sem32/cmd.exe?/c+dir 200 0 0 66 80 HT'TP/1.0 - -
%oc1%af../winnt/system32/cmd.exe?/c+dir 200 0 0 66 80 HT'TP/1.0 - -
%0%80%af../winnt/sy stem32/cmd.exe?c+dir 200 0 0 69 80 HT'TP/1.0 -
%10 %80 %8 0%af../winnt/system32/cmd.exe?/c+dir 200 0 0 72 80 HT TP/
%£8 %80 %8 0%80 %oaf../winnt/sy tem 32 /cmd.exe?/c+dir 200 0 0 75 80
%ofc%680 %80 %8 0%80%af../winnt/sy stem32/cmd.exe?/c+dir 200 0 0 78 8(
%e0 %8 0%alf../..%e0%80%atf../..%c0 %80 Y%oaf../winnt /sy stem32 /cmd.exe?

filename\location




W Microsoft Word - hpl7 =] B3

Daily 1.og Review Report

=

| HF Servicez:Incident Besponse Team | Case Mo Log Rewview ND_
| Mﬂ Last Mamme: _ Chinese MName:
Contact phone: (N | Mobile: Ernai | S

Fosttion: Secunty Consultant Department: HF e-Security Center

| Exchange eventlogzip firewrall-1 exchange server and
1Tlay2001 _ecpfwlogzip exchange server firewrall-1 log
| Firgwall sventlog zip Realiecure IDS log

H mOpupy =gFL S|00 EwdOd pEsul omsli JpT =g

|x|2p_ o

Log file name:

erver]l _eventlog zip

17hay 1sslog.zip

Collected from:
web servers |

Purposze:
weh server log

Summaty of the log file

An attack originated fror o, - ttcipting
to attack the vulnerability as stated in

“IIS00-086 . Web Server File Request Parsmg Vulnerahility™
http fwrarar microsoft. comftechnet/secuntybulletinMWIZ00-

0&6. asp
The attack was not successful and
the error page “fsecurefunder con

the attacler was returned with
struct asp”

-
x
*]
¥
=|e[=]=]4] »
(Page 1 Sec 1 iz A 21" m 3 Col i S i EEnp ) S EE 4
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Conclusion

Vulnerabilities and bugs are
always with you

No security vendors can
eliminate them all

Incident Handling and Forensics
Investigation Service is one of
the key Solutions in Security Risk
Management

Everyone can participate in
Cyber-Investigation

Early identification and
containment of cyber-crime is
helpful to the Cyber Crime
Investigation
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Thank you.

NP e=Security Center
- Tel: 25997126

Ricci leong

» Tel: 25994717
Fax: 25069259
email: ricci-sc_ieong@hp.com

Vincent Ip

» Tel: 25994224
Fax: 25069259
email: vincent-tp_ip@hp.com




