
Computer Security and Forensic 
Society Seminar

e�����

�����������

Partner, Technology Risk Consulting
Arthur Andersen & Co.

r

�����������	���
���
�
������������
���
������



�����������	���
���
�
������������
���
������

WANTED
Dead or Alive

$10,000



�����������	���
���
�
������������
���
������

����������	
��

Opportunities, 
Likelihood of
Detection & 
Consequences

Opportunities, 
Likelihood of
Detection & 
Consequences

Motive / Pressure 
(Real or 
Perceived)

Motive / Pressure 
(Real or 
Perceived)

Rationalisation / 
Integrity

Rationalisation / 
Integrity



�����������	���
���
�
������������
���
������

�
���	���	����
����	
�



‘Every year, another several million people 
discover computer technology.  
Unfortunately, some of them are criminals.  
Computer intruders leave only electronic 
fingerprints.  Thieves steal industrial secrets 
without leaving their homes.’

(Rosenblatt -High Technology Crime 1996)
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‘ ... many are surprised to learn that our 
prisons today are filled with doctors, 
lawyers, bankers, accountants, and other 
professional people who began their careers 
with the best of intentions.  Good schools, 
hard work, and long hours were their 
trademark, and success was the payoff.  But 
some thing happened along the way ... ’

Barry Minkow, 1995
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1999 Computer Crime and Security Survey, Computer Security Institute
in conjunction with the FBI International Computer Crime Squad



‘ ... computer crime will be the single 
greatest crime generator we face in the future 
... ”

Crimewarps, 2000
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The computer 
“ ... the burglary tool of the future ... ” 

Crimewarps, 2000
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‘ ... absolute security is an unrealistic goal.  
An adversary with sufficient motivation, 
resources and ingenuity or a natural disaster 
can often compromise even the most secure 
system … ’

‘Economic Crime Prevention’, RCMP, June 1999
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Information Technology Security
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