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°* More Internet Commerce Market
2 Increase in Business to Commerce Services
2 Increase in Business to Business Services
2 Increase in e-CRM, e-SCM, ERP
2 Increase in e-Banking

* More Financial transactions on Internet
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°* No of companies spending more than US$1
million a year has doubled from 1999 to 2000;

* Increment in Security Budget;
* Increase revenue for Security vendors;
* More jobs in computer security market.
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¥ Most popular security products

* Prevention Tools
2 Firewall
2 VPN
2 Intrusion Detection Systems
2 Virus Scanner
2 Biometrics tools

* Infrastructure
0 PKI
2 Smart card
* Services

2 Security Consultancy
PrivyLink (Hong Kong) Ltd.



Results: More Hacking

* More than half of the Small and Medium-
sized enterprises (SMEs) will be hacked from
now to 2003

* More than 80% of companies in Asian region
will be attacked from now to 2003.

* According to Gartner Group report
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Hacking Events

Around 10 - 20 web sites have been defaced daily

Computer Fraud reported in HK increased from 38
(1999) - 207 (2000)

More online banks were hacked
2 UK bank Barclays

a Powergen

2 Bank One Online

HSBC (UK) web site have been defaced
a
)

Microsoft was being hacked (not once but twice)
PrivyLink (Hong Kong) Ltd.
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Why more hacking?

More targets

More hackers especially teenage hackers
More hacking news reported

Increase in Internet Market

No enough investment in security

Improper implementations of security products.
Spending more for computer security alone won't
protect the network from hackers and
cybersaboteurs.
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Future picture In security?

Protection
eAuthentication
*\/irus Scanner
Firewall «System Checkup

VPN *Penetration Test
PKI

*IDS

*Trace hacking source
*Trap hacker evidence
kProof |nsurance *Forensics Investigation

Suranc Investigation
PrivyLink (Hong Kong) Ltd.




Firewall Configurations

Boundary Services

Consolidate and centralized remote access
Installation of Intrusion Detection Systems
Assurance Test

Installation of evidence preserving tools
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™ Risk Assessment Strategies

Systems inventory and definition
Vulnerability and threat assessment
Evaluation controls

Decision

Communication and monitoring
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Assurance Test

* System Checkup
2 Firewall configuration check
2 OS System Check
2 Network Configuration Check

* Penetration Test
O Internal Pen Test
0 External Pen Test
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White-Box Approach

Passive Testing

Active Testing
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System Checkup

* Evaluate the each machine on:
0 System Configurations
0 Password file protections
2 Firewall, Router Setting
0 Ethernet Switch Setting
0 Database Setting
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Penetration Test

* Penetration Test

2 Internal
o Attack from internal network
« Attack at machine console

2 External
* Determine OS type
e Confirm Patches Version
» Determine possible vulnerabilities
* Perform system attack

PrivyLink (Hong Kong) Ltd.



CyberCop Scanner Resulis

Report Sorted By Host

=
Scanne
ﬂ‘% 191.168.1.10 4 Vulnerahilibies
121.168.1.10
08 Type: nokamn
Scan Performed on 05-Oct-2000 6:51:39PM
Vulnerahility Group 1000 [Information Cathering and Recon I
1032 JCMP dwmesmng obmined 05-0ct-2000 6:51:39PM 0O 3
Rirk Factor: Lo
Complexity: Meadoam
Popularity: Chsoure
Impact: [rtelhzence
Root Cause: Imecure Design
SomeversIGRS ot wl-fip contauned a Dackdoor. WWhen the stng INULL was
used as a username the intruder gained root access to the fip server.
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Network Vulnerability Assessment Summary

Date: June 23,1993

Report Description:

‘This rep ort snemarizes the organization's susceptb dity to aitack hrelstionto it policy md valerabiliy conditions. Spe cifically, the suwmmary graphice
deserb e percent of wiiherabilt ies by s everity and ramnber of Tuberahilities by severity . Vihwrabilties sre classified as high, mediom or low . High risk
wmlnerab dities are those which provide mnthorized access 10 the host, and possibly, the network. Medinmrik subwrshlities are those that provide access to
sensitive netrork data that may lead to the exp bravion of higher rish vakerabilivies . Low Tisk viulerabiliies are those which provide access to sensitive, yer
Tt Jethal vetwors data. B is recomsmende d that all high Tisk vaberdhilie s be comected a8 som as posshk.

Session ID: 4
Termination $tatus Firished

Session Name: Sassicul
Template:
File Name

HeavySean
Sessicul_FE0ED

Scan Summary Information

Hosts Scanned: 1 Scan Siart: 1992065 16:4%:06
Hosts Active: 1 Scan End: 198806125 16:35:04
Hosts InActive 0 Elapsed: 000553

Number of Vulnerabilities by Severity |Percent of Vulnerab
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Wulnerabilities Idertified

25
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15

Number of Vulnerabilities

10

High Medium Low

Frevigw

Network Vulnerability Assessment Report

Sorted by Vulnerability Severity and Name June 23, 1998

Report Description:

This report displays the organization's suscepthility to attack in relation to its policy and sulnershility conditions. Specifically, this report identifies
network sulnerabilities and suggested comective action. YWulnerabilities are classified as high, mediun and low. High risk snulnerabilities are those which
provvide authorized access to the host, and possibly, the network. Medium rsk vulnershilities are those that provide access to sensitive network data that
may lead to the exploitation of higher risk sulnershilities. Low risk sulnershilities ave those which provide access to sensitive, et nonelethal, network data,
It is recorarnended that all high risk wulnerabilities be corrected as soon as possible

Session ID: 4
Termination Status: Finished

Session Name: Sessionl
Template: Heavy Soan

File Name: Session] 980823
Scan Summary Information
Hosts Scanned: 1 1998106123 16:49:06
1998106/23 16:55:04
00.05:58

Vulnerabhility Name:
Getadmin Patch not applied

Severity:
High
Description:

An unpatched version of Windoas NT has heen fonmd. It is possible for a local user to obtain administrator privileges by ninning getadvein
See Microsoft Knowledge base article Q146965 for details

Fix:
Apply the post-5P3 getadmin patch, or SP4 when availsble. For the patch and the Knowledge Base article, see

in- izt

inntiwdnnt-publici 40Motfies-post P 1

frp/iftp microsoft combus:

IP Address
127001

DNS Name Additional Info Session ID
localhost 4

Vulnerabhility Name:
Modified teardrop attack blue screens Windows systems.

Severity:
High

Description:

This issue is a modified version of an attack that appeared on the Intemet a few months ago called "teardrop " This new issue is caused by a
probler with the way the Iflicrosoft TCP/P stack handles certain exceptions caused by misforredUDP header inforration. This situation
does not oceur in properly formed TCPAP packets and must be generated by a prograr with malicious intent

Fix:
Chtain patch: ftp:/fip microsoft corubus: drnt-publici MNT 40 hotfixes- postSP3iteardrop-fiy for Windows NT 4.0 and
ftpdiftp ricrosoft corvbuss yshwmmtwinnt -publicfies usal T35 L hotfixes-postSP Sfteardrop2-fiof for Windows NT 3.5.1

IP Address
127001

DNS Name Additional Info Session ID
localhost 4




Insurance Services

* Computer Security Insurance
* Hack proof Insurance

* Market players include
2 ICSA Security Services
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No hack proof system

Setu
Setu
Setu

D
D

D

Honey pot
ntrusion Detection System

oroper audit logging system
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Search for evidence from hacked system
Preserve as much evidence as possible

Investigation

|ldentify hacking source location

Collect audit logs and trail from all relevant

machines
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Legislation

* |n Hong Kong
2 No Computer Crime Ordinance
0 Based on
* Crimes Ordinance, Cap 200
* Theft Ordinance, Cap 210
» Electronic Transactions Ordinance, Cap 553
e Criminal Jurisdiction Ordinance, Cap 461

* No cross boundary law

* Legal entities have to learn more on security
technology trend
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°* Learnto
Industry

°* Protectt

| What individual can do?

preserve evidence according to
nest practices

ne systems based on security

standard
* Conduct

S
Security Awareness Training

* Establish connections with Security
Organization Entity

* Perform

regular checkup
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No Security at all
Any machines can be hacked any time

Can Minimize hacking damage

Track hacking evidence and identify hacking

Corporate with Law enforcement entity and
HK CERT
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Vhank You

Tel: (852) 2523 3908
Fax: (852) 2501 5503
ricci@privylink.com.hk

PrivyLink (HK) Ltd
Portion B, 38/F
Bank of China Tower
1 Garden Road
Hong Kong
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