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Trend in Internet Commerce Market
More Internet Commerce Market
� Increase in Business to Commerce Services
� Increase in Business to Business Services
� Increase in e-CRM, e-SCM, ERP
� Increase in e-Banking

More Financial transactions on Internet
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Growth in Security Investment
No of companies spending more than US$1 
million a year has doubled from 1999 to 2000;
Increment in Security Budget;
Increase revenue for Security vendors;
More jobs in computer security market.
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Most popular security products
• Prevention Tools

� Firewall
� VPN
� Intrusion Detection Systems
� Virus Scanner
� Biometrics tools

• Infrastructure
� PKI
� Smart card

• Services
� Security Consultancy
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Results: More Hacking
More than half of the Small and Medium-
sized enterprises (SMEs) will be hacked from 
now to 2003
More than 80% of companies in Asian region 
will be attacked from now to 2003.
According to Gartner Group report
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Hacking Events
• Around 10 - 20 web sites have been defaced daily
• Computer Fraud reported in HK increased from 38 

(1999) - 207 (2000)
• More online banks were hacked

� UK bank Barclays
� Powergen
� Bank One Online

• HSBC (UK) web site have been defaced
� (http://www.attrition.org/mirror/attrition/2000/09/19/www.bank

ing.hsbc.co.uk/mirror.html)
• Microsoft was being hacked (not once but twice)
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Hacking Events
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Why more hacking?
• More targets
• More hackers especially teenage hackers
• More hacking news reported
• Increase in Internet Market
• No enough investment in security 
• Improper implementations of security products. 

Spending more for computer security alone won’t 
protect the network from hackers and 
cybersaboteurs.
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Why more hacking?
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What’s the trend of computer security

•Physical Security
•Access Control

Standalone Machine

Network

Monitor IBM AS/400 Terminal

Desktop System
Laptop computer

Physical 
Control Network

Design

Firewall

VPN
IDS

System
Assessment

Insurance

?Forensics
Investigations
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Future picture in security?

Legislation

Protection
•Authentication
•Virus Scanner
•Firewall
•VPN
•PKI
•IDS

Assurance

Insurance Investigation

•BCP, BRP
•System Checkup
•Penetration Test

•HackProof Insurance 

•Trace hacking source
•Trap hacker evidence
•Forensics Investigation
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Solution to security problems
Firewall Configurations
Boundary Services
Consolidate and centralized remote access
Installation of Intrusion Detection Systems
Assurance Test
Installation of evidence preserving tools
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Risk Assessment Strategies
Systems inventory and definition
Vulnerability and threat assessment
Evaluation controls
Decision
Communication and monitoring
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Assurance Test
System Checkup
� Firewall configuration check
� OS System Check
� Network Configuration Check

Penetration Test
� Internal Pen Test
� External Pen Test
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White-Box Approach

4. Realisation4. Realisation

2. Verification2. Verification

3. Discovery3. Discovery

1. Design Review1. Design Review

5. Sniff-&-Hide5. Sniff-&-Hide

Track and ReportTrack and Report

Passive Testing

Active Testing

PreparationPreparation
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System Checkup
Evaluate the each machine on:
� System Configurations
� Password file protections
� Firewall, Router Setting
� Ethernet Switch Setting
� Database Setting
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Penetration Test
• Penetration Test

� Internal
• Attack from internal network
• Attack at machine console

� External
• Determine OS type
• Confirm Patches Version
• Determine possible vulnerabilities
• Perform system attack
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CyberCop Scanner
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ISS Scanner
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Internet Security System
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Insurance Services
Computer Security Insurance
Hack proof Insurance
Market players include
� ICSA Security Services
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Prepare to be hacked?
No hack proof system
Setup Honey pot
Setup Intrusion Detection System
Setup proper audit logging system



PrivyLink (Hong Kong) Ltd.

Investigation
Search for evidence from hacked system
Preserve as much evidence as possible
Identify hacking source location
Collect audit logs and trail from all relevant 
machines
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Legislation
• In Hong Kong

� No Computer Crime Ordinance
� Based on

• Crimes Ordinance, Cap 200
• Theft Ordinance, Cap 210
• Electronic Transactions Ordinance, Cap 553
• Criminal Jurisdiction Ordinance, Cap 461

• No cross boundary law
• Legal entities have to learn more on security 

technology trend
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What individual can do?
Learn to preserve evidence according to 
industry best practices
Protect the systems based on security 
standards
Conduct Security Awareness Training
Establish connections with Security 
Organization Entity
Perform regular checkup
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What participants should do?
No Security at all
Any machines can be hacked any time
Can Minimize hacking damage
Track hacking evidence and identify hacking
Corporate with Law enforcement entity and 
HK CERT
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