


Corporate Information Protection

m Model (Confidentiality,

Integrity and Availability)

- DDUM (Destruction, Disclosure, Use
and Modification)
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Escalation
-Internal
-External (PR Strategy — Business Partners, Public,
Law Enforcement, Stakeholders)

Revelation
-Post-restoration (Policy Review, BPR, Organization
restructuring, Strategic repositioning)
-Legal Action (Computer Forensics & Digital
Evidence)
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Forensics and Digital Evidence
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Business Contract

*Eye-witnesses, paper, ink, signature, company seal,
watermark, fingerprint, DNA (saliva), etc.

*Process and procedures (laws 1n the physical science)

e-Contract

*PKI (keys), digital signature, time stamp, digital
watermark, anti-virus software, intelligent agent, etc.

*Process and procedures (virtual reality)

Additional considerations:- key management (key
escrow, key deposit, key recovery, etc.)

© copyright by Hilton Chan, May 2000




Corporate Information Security Model
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Corporate Information Security Model

People

Technology

Data/Information

Environment
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Crime
Investigation
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Intentional Motive (greed, anger, revenge,
(Crime) jealousy, etc.)

Careless/
Reckless
\ Knowledge/Professionalism

Omission /

Incident

Experience

Accidental —* Foresigh .
Creativity
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An Illustration of the Low-level View
of Information Protection to support

Strategic Use of Information
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Use of Data/Information
Control (view, amend, add, delete,

Ownership (proprietary, co-owned, shared,

User (individual, team, group, corporate, all,
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Content of Data/Information
Validity
Completeness
Relevancy

Timeliness

* assessment/grading by human or Al
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Source of Data/Information
Reliability
Single vs. Multiple

Open vs. Covert
* assessment/grading by human or Al
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Information Protection -
Multidisciplinary Approach

Law — Criminal Justice System

Accounting — IT Audit

I'T Security

Computer Forensics

Standards — Technical and Management Practice
International Cooperation

Public Awareness and Education
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What Corporate Information Protection
should achieve?

Business Enabler (Competitive Advantage)
I'T Enabler (Operational Efficacy)

Simple (Transparent to the users)

Customer-centric (Privacy and Trustworthy)
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Information Protection

“Profit” Driver
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Questions?
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