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The Need for Cooperation

 Interconnectivity of Computers

* Convergence - the interconnectivity of
infrastructures

* (Globalization




Interconnectivity

Computer to Computer
LAN to LAN

LAN to Internet
Internet

Cumulative Eftect




Convergence

» Ties different infrastructures together
* Different security cultures

e Different risk factors




Globalization

| trade

| communications

| risk




Meeting the Need for
Cooperation

 Partnerships
* Recognizing common interests

* Respecting differences




Partnerships

Corporate
Academic
Legal

Internet




Corporate Partnerships

e Vertical integration- suppliers
* Corporations within industries - competitors

e Between industries




Academic Partnerships

* Between levels of education - suppliers?

* Between academic disciplines -
competitors?

e Between academic institutions -
competitors?




International Partnerships

* Corporate - existing trade patterns and
industry development

e Academic
e Legal - jurisdictional 1ssues




Existing Partnerships

Information Security and Forensic Society
Society for the Policing of Cyberspace

Internet Engineering Task Force - Digital Evidence:
Standards and Principles

Requests For Comment

Scientific Working Group on Digital Evidence (SWGDE)
International Organization on Digital Evidence (IOCE)
G8




Conclusion

* Cooperation 1s a necessity - across
industries, across boundaries, across
disciplines - above all.

e There 1s no ONE answer
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